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Part 1: Benefits and risks 
MegaMax can gain multiple benefits from using the cloud to host their sales team’s application such 

as by converting capital expenditure into operational costs. Equipment, space and maintenance can 

be expensive, for example: 

• Application Server (6 core CPU, 32GB RAM, 2x1TB HDD Raid1): £1877.54 (Dell, 2022) 

• Database Server: £1896.03 (Dell, 2022) 

• MySQL Enterprise Edition 1 year : £4273.04 (MySQL, 2022) 

• Cisco FirePOWER 1010 ASA: £543.58 (Currys Business, 2022) 

• Network Attached Storage (1.2TB): £3152.33 (Dell, 2022) 

 

Figure 1: Estimated cost of running AWS EC2 

Other factors such as physical rack space, switches, internet access, power supply units, air 

conditioning, rent, employees, installation, configuration, redundancy, etc, all add to this cost. Cloud 

providers like Amazon Web Services (AWS), allow capital to be spent more efficiently through pay-

per-use renting of resources. A single EC2 m5a.2xlarge instance consisting of 8 vCPUs and 32GB 

Memory is $129.77 per month on a 3-year reservation and the plethora of additional services 

available provide equivalency to their physical counterparts, which configured using AWS’s well-

architecture framework (AWS, 2022), can help with cost optimization. 

Elasticity provides another benefit 

through the use of automatic horizontal 

scaling policies and resource health 

monitoring. These are used to meet 

increased demand by provisioning pre-

configured instances and resources to 

start when server requests and traffic 

reach a specified threshold. Once the 

resources falls below a separate specified 

threshold, the instance is 

decommissioned. This provides optimal 

utilisation with no loss of requests and 

reduces costs by only paying for what 

resources are needed and used. Adding 

capacity in a traditional infrastructure can 

result in underutilisation and loss of 

service due to the time it takes to install 

and configure, whereas a new VM instance can be up and running within 5 minutes. 

Figure 2: Comparison of demand and capacity for traditional and 
cloud deployments 
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Cloud providers also deliver (Paradigm, 2023) benefits such as reliability and availability. AWS for 

example, can be classified as a tier 4 data centre (FS, 2022) with fault tolerance in the form of N+1 

redundancy across multiple availability zones (AWS, 2022), and a 99.99% Service Level Agreements 

(SLAs) for resources such as their EC2 (AWS, 2022). This resilience along with the elasticity benefits 

will ensure that MegaMax staff and customers will always have access to the tools and services they 

require regardless of the amount of traffic imposed upon the system. 

There are also risk factors that come with cloud adoption. One main concern for MegaMax is 

conducting financial transactions securely. Outsourcing the management of online transactions and 

other services is the first step to mitigating the risks. For example, Sage (Sage, 2022) will use 

Payment Card Industry (PCI), Data Security Standard (DSS) (PCI Security Standards Council, 2022) 

compliant, payment solutions providers such as PayPal, Stripe, and Visa Checkout (HostGator, 2022) 

to help keep transaction data secure and manage the whole process from merchant to the bank 

through payment gateway technology (emerchantpay, 2022). The only task MegaMax would need to 

manage is ensuring their website is secure by using HTTPS with proxy servers where necessary and 

TLS/SSL certification to be PCI DSS compliant. This means that all financial transactions would be 

secure and encrypted. 

Another risk of the cloud is its multi-tenancy cloud infrastructure with the hypervisor being the only 

barrier between VMs, meaning there is no control where or who the host is shared with. One simple 

way to mitigate this is by using a dedicated reserved host. For example, AWS can provide a 48 Core/ 

96 vCPU for £1851.85 per month on a 3 year reservation which can run up to 12 separate 

m5a.2xlarge instances. However, this may not be cost efficient for MegaMax’s current purposes. 

Other more beneficial methods include creating VLANs for each tenant. This uses a unique ethernet 

packet header tag to direct traffic to each instance providing isolation and segregation of data of 

multiple tenants. Firewalls can also be used to screen packets and assure that VMs running on the 

same host can’t gain privileged access to another. 

MegaMax also needs to consider the risk of the privacy of its customers and staff’s personal 

information being stored in the cloud and during transit. Cloud networks are accessible by anyone 

on the internet, therefor static data needs to be encrypted which can be done using symmetric keys. 

Using a single key for each tenant for decryption at scale is impractical so cloud provides offer a key 

management infrastructure that combines securely storing keys and authorising key usage. It means 

tenants don’t have to write any additional code to manage these keys which requires considerable 

experience to ensure it would be fit for purpose. Before being used, storage media is sanitized to 

assure confidentially, and unauthorised disclosure of data isn’t possible in accordance with the NIST 

publication 800-88. (NIST, 2014). Penetration testing consultants can also be employed to test the 

security of infrastructures to eliminate vulnerabilities and ensure legal and privacy compliance 

regulations are being met. These practices should enable MegaMax to be confident that data is 

secure in transit and at rest whilst also adhering to General Data Protection Regulations (GDRP) (EU, 

2018) and Data Protection Act (DPA) principals (Parliament, 2018). 

My recommendation for MegaMax would be to use a cloud infrastructure to launch and test its sales 

application. It provides cost savings, reliability, security, elasticity, automation and scaling based on 

demand. It also allows rapid delivery of new services and application updates without the need to 

download multiple software application versions to each device. Cloud provides can also guarantee 

continuous operations through SLAs, redundancy and assistance in a multitude of ways from 

documentation to solution consultancy. Maintenance of equipment is the responsibility of the 

provider which reduces operation costs and frees up IT resources, efficiency and developer hours. 
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The risks outlined above can be mitigated in a multitude of ways that allow each tenant a 

personalised level of security appropriate to their needs along with compliance, governance and 

services to ensure any specific requirements can be achieved together. I believe that the benefits far 

outweigh the risks and using the cloud would be the best course of action to take. 

(1000 words)  
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Part 2: OpenStack and Autoscaling 

a. 

 

Figure 3:Basic Infrastructure Topology 

b. 

 

Figure 4: Stack Topology 
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c. 

 

Figure 5:Stack Events List Scaling Up 

d. 
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e. 

 

Figure 6: Stack Events List Scaling Down 
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Part 3: AWS Cloud Solution 

 

Figure 7: Cloud solution Architecture (AWS, 2022, p. Reference Architecture Examples and Best Practices), (Amazon, 2022, 
p. AWS Client VPN | Remote access VPN | Amazon Web Service (AWS)), (Amazon, 2010, p. Web Application Hosting in the 
AWS Cloud) 

Figure 7 shows a potential cloud solution architecture for MegaMax’s expanded and distributed 

infrastructure. A virtual private cloud splits the infrastructure into three separate subnets consisting 

of a website accessible to the public, the web app which has direct access for remote workers 

through the use of a secure encrypted client VPN, and the database subnet that trusted 3rd parties 

can use to access and process customs tax and commission. The infrastructure is distributed across 

multiple availability zones to provide redundancy in the case of any failings and to ensure the site 

and app remain accessible at all times. A copy of the database is also available in a separate 

availability zone to ensure transaction data remains current and correct. 

The EC2 instances that form the the website and web application are part of their own auto scaling 

groups that span the various availability zones. This ensures that should traffic increase past a 

specific threshold, another instance can be initialised to prevent disruption to the service and meet 
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demand, being terminated when no longer needed. This separation of website and web app, along 

with auto scaling policies should ensure that MegaMax’s sales team have reliable access to the 

information they need and be able to place orders without any interference.  

MegaMax remote sales staff can access the web app directly through the use of an open VPN based 

client to connect to an endpoint that uses a directory access protocol along with CA certificates to 

provide authorisation, authentication and encryption. The security group can be configured to 

ensure access is limited specific subnets or instances as required. A virtual private gateway is 

configured with a destination customer gateway and used to provide trusted 3rd parties with secure 

access to data that allows them to process tax and commission on sales for MegaMax’s sales staff.  

Elastic load balancers direct requests across each subnet of servers to ensure the most efficient use 

of the EC2 servers and distribution of traffic. Amazon Simple Storage Service (S3) is used by both the 

website and web app to store all data required by each to run and display correctly and can provide 

sales staff with contract templates and additional documents required for completing transactions 

with clients.  

CloudFont is a content delivery service that can provide low-latency transfer of cached static and 

dynamic web content by leveraging AWS edge locations that reside closer to the geographical 

location of the request. This reduces traffic to servers and speeds us the responsiveness of the 

website. A Web Application Firewall provide protection against common web exploits and allows 

MegaMax to control what traffic is allowed to pass through to the network and Route 53 is a DNS 

service that provides translation and routing of human-readable websites into IP addresses 

connecting requests to the infrastructure running in AWS. (Amazon, 2022) 

(468)  
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